NMHOOPMALMOHHASA NMAMATKA
AnA ObYYAIOLKNXCA

C kaxxgblM roqom MOJSIOAEXN B MHTEPHETE CTaHOBUTLCA BonbLue, a LUKOMbHUKN OOHU 13
CaMbIX aKTMBHbIX Nonb3oBaTenen PyHeta. Mexay TemM, NOMUMO OrpOMHOIO KONn4ecTBa
BO3MOXHOCTEWN, MHTEPHET HeceT M nNpobnemMbl. ATa NnamsaTKa JOMKHA NOMOoYb Tebe
6e3onacHo Haxo4MTbCA B CETWU.

KOMI'IblOTeprIe BUPYCbI

KoMnbOTEpPHBI BUPYC - 9TO pa3HOBUOHOCTb KOMMbIOTEPHBLIX NporpamMm,
OTNNYNUTENBHON OCOBEHHOCTLIO KOTOPOK SIBMSIETCA CMNOCOBHOCTL K padMHOXeHUto. B
AOMNOJSTHEHME K 3TOMY, BUPYCbl MOTYT NOBPEAUTb UITM MOMHOCTLIO YHUYTOXNUTb BCE
ansbl U JaHHble, MOAKOHTPOSIbHbBIE NOSIb30BaTEN, OT UMEHU KOTOPOro bbina
3anyLieHa 3apaxeHHasi nporpamMmma, a Takke NnoBpeauTb UNn Jaxe YHUYTOXUTb
ornepaumoHHY0 CUCTEMY CO BCEMU dharnamm B Lieniom. B 6onblInHCTBE crnyyaes
pacrnpoCTPaHATCA BUPYCbl Yepe3 MHTEPHET.

MeToapb! 3aWwmnThl OT BPEOOHOCHbIX rNMporpamMmm:

1. icnonb3yi coBpeMeHHbIe onepaLMOHHbIE CUCTEMbI, UMEILLIME CEPLE3HbIN YPOBEHb
3alUMTbI OT BPEOOHOCHLIX NPOrpamMm;

2. [NoCTOsAHHO ycTaHaBnNuBam nadTu (LMgPoBbIE 3annaTkn, KOTOpble aBTOMaTUYECKM
yCTaHaBMMBaOTCA C LeNbio JopaboTkn nporpaMmmbl) 1 apyrue o6HOBNEHUS CBOEN
onepaumnoHHon cnuctemMbl. CkaunmBam nx TONbKO C odomuManbHOro canta paspaboTynka
OC. Ecnu cywiecTtByeT pexumMm aBToMaTU4eCKoro 0OHOBMEHNS, BKIOYU €r0;

3. PaboTtan Ha cBoeM KoMMbloTepe nog npaBamu Nosib30BaTess, a He
agMunHUCTpaTopa. ATO He NO3BONUT OOMbLUNMHCTBY BPEAOHOCHbLIX MPOorpamMm
WMHCTannMpoBaTbCs Ha TBOEM MNepPCOHarNbHOM KOMMbLIOTEPE;

4. Ncnonb3yn aHTUBMPYCHbIE NPOrpaMMHble NPOAYKTbI M3BECTHbIX NPOU3BOAUTENEN, C
aBTOMaTM4eCcKMM obHoBNeHnem 6as;

5. Orpaqub q)I/I3VI‘-IeCKVIl7I OOCTYMN K KOMMNbOTEPY OJ1A NOCTOPOHHUX 1AL,

6. cnonb3yn BHELWWHWe HoCUTENU MHopMaL MK, Takme Kak doneLuka, AUNCK unu amn na
WHTEpPHETA, TOSbKO 13 MPOBEPEHHbBIX UCTOYHUKOB;

7. He oTKpblBan KOMNbIOTEPHbIE (dalnbl, NOMyYeHHbIe N3 HEHAOEXHbIX MICTOYHUKOB.
Haxe Te channbl, KOTOopble Npucnan TBOW 3HaKOMbIW. Jlydlle yTOYHW Y Hero, oTnpaBnsan
nn oH Tebe ux.

Cetn WI-FI

Wi-Fi - aT0O He BMA nepefayn gaHHbIX, HE TEXHOMOMNS, a BCEro nuwb 6peHa, mapka.
Ewe B 1991 rogy HugepnaHackas komnaHus sapermctpmposana opeHg "WECA", uyto
obosHa4vano cnosocoyeTaHne "Wireless Fidelity", koTopbi nepeBoanTCA Kak
"GecnpoBogHast TOMHOCTL".

[lo Hawero BpemMeHu gowna gpyras abbpesnaTtypa, koTopasi ABfsieTCA TaKon xe
TexHonornen. 3to abbpesmatypa "Wi-Fi". Takoe Ha3BaHue ObINO aHO C HAMEKOM Ha
cTaHOapT BbICLLEN 3BYKOBOW TeXHUKN Hi-Fi, 4YTO B nepeBoae 03Ha4vaeT "BbicoKas
TOYHOCTbL".



[a, 6ecnnaTHbIN MHTEPHET-A0CTYN B Kadbe, OTeNsx 1 a3ponopTax ABMAsSeTCst OTIIMYHON
BO3MOXHOCTbIO BbIXOAa B MHTEPHET. HO MHOrMe aKcnepTbl CYMTAIOT, YTO
obwepoctynHble Wi-Fi ceTn He siBnsaoTcs 6e3onacHbIMU.

CoseTbl No 6e3onacHocTu paboTbl B 06WwenocTynHbIX ceTax Wi-fi:

1. He nepegaBan cBOW nNn4Hyto nHdopmaumio Yepes obwenoctynHblie Wi-Fi cetw.
PaboTtas B HuX, xenaTtefnbHO He BBOAMTb Naponu AOCTyna, SIOrMHbl U Kakme-To HOMepa,;

2. cnonb3yn 1 06HOBNAN aHTUBUPYCHbIE NporpaMmbl U BpaHamayep. Tem cambiM Tbl
obesonacuib cebs OT 3aKayku BUpyca Ha TBOE YCTPOWCTBO;

3. Mpu ucnonesosaHuun Wi-Fi otkntoumn dyHkumio "O6wmi goctyn K pannam u
npuHtepam". laHHaa PyHKUKNA 3aKpbiTa N0 YMONYaHUO, O4HAKO HEKOTOpPbIE
nonb3oBaTeNn akTUBMPYIOT ee Ans yaobcTea ucnonb3oBaHus B paboTe nnm yvebe;

4. He ucnonb3yn nyénunynbin WI-FI ons nepegayun nuYHbIX AaHHbIX, HanpuMmep ans
BbIX04a B cOUManbHbIE CETU UMK B 3NIEKTPOHHYIO MOYTY;

5. icnonb3yn TonbKo 3awueHHoe coegmHeHne vyepes HTTPS, a He HTTP, T.e. npu
Habope Beb-agpeca BBoan UMeHHo "https://";

6. B MmobunbHoOM TenedoHe oTknoumn yHkumio "lMogkntoyvenmne k Wi-Fi
aBTomMartmyeckun". He gonyckam aBToMaTUYECKOro NOAKMKYEHNA YCTPOMUCTBA K CETAM
Wi-Fi 6e3 TBOErO cornacus.

CouuanbHble ceTu

CoumanbHble ceTU akTUBHO BXOASAT B HaLy XXW3Hb, MHOrMe oy paboTaroT U XUBYT
TaM NOCTOSAHHO, a B Facebook yxxe 3apernctpmpoBaH Munnunapg 4enoBek, 4To
ABMSETCA OQHOW CeabMOW BCeX Xuternen nnaHetol. MHOrne nonb3oBaTenu He
MOHMMAIOT, YTO MHPOPMALMS, pasMeLLeHHasa MU B coumaribHbIX CETAX, MOXeT ObITb
HangeHa n ncnonb3oBaHa KeM YrogHo, B TOM Yucrie He obasaTensHo ¢ brnarumu
HaMepeHNaMN.

OcHoBHble coBeTbI N0 6e30NacHOCTN B coLMarnbHbIX CETAX:

1. OrpaHunyb cnncok gpysen. Y 1ebs B Apy3bsaxX He JOMKHO ObITb CriyvarHbIX 1
He3HaKOMbIX JTIOOEWN;

2. 3awumuan cBOK YacTHYH Xn3Hb. He ykasbiBan naponu, TenedoHbl, agpeca, gaty
TBOEro POXAEHUS U APYIYI0 JIMYHYI0 MHAOPMaUUIO. 3r1I0YMbILLNIEHHUKNA MOTYT
NCnonb30BaTh Aaxe NHAPOPMAaLUIO O TOM, Kak Tbl U TBOM POAUTENN NNaHUpPyeTe
NPOBECTU KaHUKYbI;

3. 3awmilian cBow penyTaumio - AepXu ee B YNCTOTe 1 3agaBan cebe Bonpoc: xoTen
Obl Tbl, YTOObI Apyrue nonb3oBaTenu BUOENu, YTo Thl 3arpyxaewb? Mogyman, npexae
4YeM 4YTO-To onyGnMkoBaTb, HAaNUCaTb W 3arpy3nThb;

4. Ecnu Tbl FOBOPULLb C MNIOAbMU, KOTOPbIX HE 3Haellb, HE UCMONb3YI CBOE pearbHoe
UMSI U OPYrYHO NIMYHYI0 MHAOPMALIMK: UMSsI, MECTO XXUTENbCTBA, MECTO y4elbbl 1 Npoyee;

5. N3b6eran pasmeweHus goTtorpaduin B IHTEepHeTe, rae Thl M300paXKeH Ha MECTHOCTH,
MO KOTOPOW MOXHO OnpeaenTb TBOE MECTOMOSOXEHNE;

6. Mpu perncTpauun B coumarnbHON CeTM HEOGXOANMO MCMNONb30BaTh CIIOXKHbLIE MNaAPOK,
cocTosiLme u3 Byks 1 UUdp U C KONMYECTBOM 3HAKOB He MeHee 8;



7. Ins coumanbHOM CeTU, NOYTbI U APYrnX CauToB HEOHXOAMMO NCNONb30BaTb pasHble
naponu. Torga ecnu Teb64a B3nomMatoT, TO 3f1I0YMbILLSIEHHMKM NOMyYaT OCTYN TOMbKO K
O[HOMY MeCTY, a He BO BCe cpasy.

SﬂeKTpOHHbIe OEHbIn

ONEeKTPOHHbIE AEHbIM - 3TO OYeHb YAOOHbIN cnocob nnaTexemn, OAHaAKO CyLLEeCTBYOT
MOLLIEHHWKM, KOTOPbIE XOTAT MOMYYNTb 3TN OEHbIN.

SﬂeKTpOHHbIe OJeHbrm nodaBuJsinCb coecemMm HeaaBHO U MUMEHHO 1N3-3a 3TOro BO MHOIMMX
rocygapcrteax o CMX nop He rnporncaHo rnpo HUX B 3aKOHax.

B Poccum xe oHn beHKLl,I/IOHVIpyPOT N O HUX yXe NpornncaHo B 3aKOHe, rge nx
pa3nendarnT Ha HECKOJ1IbKO BUAOB - aHOHMMHbIE N HE aHOHUMHbIE. PasHuua B TOM, 4TO
adHOHUMHbIE - 3TO TE€, B KOTOPbIX pa3pellaeTcd npoBoAnTb onepaunmn be3
I/Iﬂ,eHTVI(bVIKaLI,VIVI nonb3oBaTend, a B HEaHOHUMHbIX Vlﬂ,eHTVICbVIKaLI,VIFl nonb3oBaTend
aBnsieTca obazaTenbHON.

Takxe criefyeTt pasnuyaTb 3rEKTPOHHbIE PMaTHbIE AeHbrM (paBHbl rOCYAapCTBEHHbLIM
BarnTam) 1 ANEeKTPOHHblE HedomaTHble OeHbI (He paBHbI FOCy4apCTBEHHbLIM
BanTam).

OcHoBHble coBeTbI NO Be3onacHon pa60Te C ANNEKTPOHHbLIMU OEHbIraAMN:

1. MNpuBsXn K c4eTy MOBUNBLHBIN TernedoH. ATO camblil YOOOHbLIN U BbLICTPLIN CNocob
BOCCTAHOBUTb AOCTYN K c4eTy. [1puBa3aHHbIN TenedoH NOMOXET, ecniv 3abyaellb CBOM
nnaTeXxHbl Naponb UNu 3angellb Ha CanT C HE3HAKOMOro YCTPOMCTBA;

2. Ncnonb3yn ogHopasosble naposiv. [locne nepexoga Ha YCUMEHHYH aBToOpM3auunio
Tebe yxe He BygeT yrpoxaTb ONacHOCTb KpaXu Uinn nepexasara NraTexHoro napons;

3. Bbibepun crnoxHbin naponb. [NpectynHukam 6yaeTt He NpoCTOo yragaTh CNOXHbIN
naponb. HagexxHble naponu - 3To Naponun, KoTopble coaepXaT He MeHee 8 3HaKOB U
BKItOYaoT B cebs1 CTPOYHbIE N NPONUCHbIE BYKBLI, LMPbI N HECKONBLKO CMMBOJIOB,
TaKMe Kak 3Hak gonnapa, pyHTa, BocknmuaTenbHbI 3Hak 1 T7.n. Hanpumep, $tRONg!;;

4. He BBOAM CBOW NNYHbIE JaHHbIE HA CalUTax, KOTOPbIM HE JOBepSAeLLlb.
OneKTpoHHas noyTa

ONEeKTPOHHAas NoYTa - 3TO TEXHONOIMA U NPeaoCcTaBNseMble €0 YCryrn No Nepechbisike n
NOSTYYEHMUIO 3NEKTPOHHbLIX COOBLLIEHUI, KOTOPbIE pacnpenensitoTCs B KOMMNbIOTEPHON
ceTn. OBbI4HO ANEKTPOHHbIV MOYTOBBIN AWK BbIrNAANT Crieayowmm obpa3om:
UMs_Nonb3oBaTena@umsa_aomeHa. Takke KpoMe nepefadun npocToro Tekcta, UMeeTcst
BO3MOXHOCTb nepeaasatb hansibl.

OcHoBHble coBeTbl NO 6Ge3onacHon paboTe C 3NEeKTPOHHOM MNOYTOMN:

1. Hago BbIGpaTh NpaBuibHbIN NOYTOBbLIV CEPBUC. B MHTEpHETE €CTh OrPOMHbIN BbIOOP
BecnnaTHbIX NOYTOBLIX CEPBUCOB, OAHAKO Ny4lle JOBEPSATb TEM, KOro 3Haellb U KTO
nepBbI B PENTUHTE;

2. He ykasbiBan B IMYHOM NMOYTE NUYHYO MHopmaunio. Hanpumep, nyye Boibpatb
"My3blkanbHbI_haHaTt@" unm "pok2013" BmecTo "Tema13";

3. Vicnonb3yn aByxaTanHyto aBTopm3aumo. ATo Koraa NOMMUMO Napons Hy>KHO BBOAUTb
Koa, npucbinaembii no SMS;



4. Bbibepu cnoxHbii naponb. s KaXKaoro No4YTOBOro Alimka OMmKeH ObiTb CBOWM
HaZEeXHbIN, YCTOWYMBLIN K B3[IOMY Maporib;

5. Ecnun eCcTb BO3MOXXHOCTb HanmcaTb cCaMOMY CBOW JIMYHbIA BOMNPOC, UCMOSTb3YN 3Ty
BO3MOXHOCTb;

6. cnonb3yn HECKONBLKO MOYTOBbLIX AWMKOB. NepBbl 4151 YaCTHOW Nepenmncku ¢
agpecaTtamu, KOTOpbIM Tbl JOBepSeLlb. JTO INEKTPOHHbLIN agpec He Hago
MCrnonb3oBaTh NPU perucTpauumn Ha oopymMmax u camrtax;

7. He oTkpbiBan hansnbl U Apyrue BriOoXeHUs B NMCbMax, AaXke ecrnv OHU NpuLu oT
TBOMX ApYy3en. Jlyylle yTOYHM Yy HUX, OTNPaBASann fiv oHn Tebe aTn hannsi;

8. MNMocne okoHYaHWsi paboTbl HA MOYTOBOM CEepBUCE Nepes 3aKkpbiTUeM BKNaAKM C
canToM He 3abyab HaxaTb Ha "Beiitun".

K|/|6ep6ynn|/|Hr nnm BnpTyanbHOE N3eBaTesibCTBO

KnbepbynnuHr - npecrnegoBaHne coobLleHnsamMu, cogepxammMmm ockoponeHuns,
arpeccuio, 3anyrmBaHue; XynmraHcTeo; counanbHoe BOMKOTUPOBAHNE C MOMOLLbIO
PasfnmnYHbIX MHTEPHET-CEPBUCOB.

OcHoBHble coBeTbl No 6bopbbe ¢ KnbepbynIMHrom:

1. He 6pocaiics B 6on. Jlyywmin cnocob: nocoBeToBaTbCs Kak cebst BECTU U, eCnn HeT
TOro, K KOMy MOXHO 06paTuTbCs, TO BHavane ycrnokontbcs. Ecnn Tl Ha4Helb
oTBeYaTb OCKOPOneHMsAMU Ha OCKOpBeHns, TO TOMNbKO eLe 6onblLie pasoxkeLlb
KOHQOINKT;

2. Ynpasnsu cBoen kubeppenytaumnen;

3. AHOHMMHOCTb B CETU MHUMaS. CyLLl,eCTByIOT Cnocobbl BbISICHUTb, KTO CTOUT 3a
AHOHUMHbIM aKKayHTOM;

4. He cTtouT BeCTM XynuraHckuin obpas BupTyanbHOM XU3HU. MHTepHET mkcupyeT Bce
TBOM AENCTBUS U COXpPaHSeT nx. Yaanutb nx 0yget kpanHe 3aTpyaHUTENBHO;

5. Cobntogan cBo BUPTYarbHY YeCTb CMOSIOAY;

6. rHopupyn eanHnyHbin Heratne. O4HOPa30Bble OCKOpOUTENbHbIE COOBLLEeHUS
nyywe urHopuposatb. OBbIYHO arpeccus NpekpaLllaeTcs Ha HavanbHOW CTaauu;

7. baH arpeccopa. B nporpammax obmeHa MrHOBEHHbIMW COOOLLEHNSIMU, B
coumarbHbIX CETAX €CTb BO3MOXHOCTb 6TOKMPOBKM OTMNPaBKM COOOLLEHUI C
onpenerneHHbIX agpecos;

8. Ecnu Tbl cBnaeTens knbepbynnuHra. TBoM AENCTBUS: BbICTYNNTb NPOTUB
npecnegoBaTens, NokasaTb eMy, YTO ero 4eNCTBUSA OLEHMBAKOTCS HEraTUBHO,
noagepkaTb XepTBY, KOTOPOWN HY>XHa NCUXONOrnyeckasi NoOMoLLb, COOBLLNTE B3POCHbIM
0 hakTe arpeccmBHOro NOBEAEHNS B CETMU.

MoOunbHbIM TENEOH

CoBpeMeHHble cMapTdOHbI 1 NMNaHLLeTbl coaepXaT B cebe BnosnHe B3pocnblii
byHKUMOHATI, 1 Tenepb OHN MOTYT KOHKYPUPOBATL CO CTALMOHAPHBIMI KOMMbIOTEPAMM.
OpHako, CpeAcTB 3alumThl ANs NOA0OHbIX YCTPOWCTB Noka o4eHb Marno. TecTupoBaHme



M NOWCK YSI3BUMOCTEN B HUX NMPOUCXOOUT HE Tak MHTEHCMBHO, kak ans MK, To e camoe
KacaeTcsl U MOOUNbHBIX MPUNOXEHWUNA.

CoBpeMeHHble MOOUIbHbIE Bpay3epbl yXKe NpakTUYEeCKN SOrHann HacTonbHbIe
aHanoru, ogHako paclmpeHue yHKLMoHana BreyeT 3a cobon 6onbLUY CIIOXHOCTb U
MEHbLLUYIO 3aLUULLIEHHOCTb.

[laneko He Bce npon3BoanTesin BbiMyCKaroT obHoBnEHNS, 3aKkpblBawLWNE KPUTUNHECKNE
yA3BUMOCTU A1 CBOUX yCTpOIZCTB.

OcHoBHble coBeTbl Ana 6e3onacHOCTM MOBULHOIO Te]'le(bOHaZ

Huuero He siBnsieTcst no-HacTosiwemy 6ecnnaTtHeiM. Byab ocTopoxeH, BeAb korga tebe
npeanaratoT 6ecnnaTHbIi KOHTEHT, B HEM MOTYT ObITb CKPbITbI KAkMe-TO NNaTHble
ycnyru;

Ayman, npexae 4em oTnpasutb SMS, ¢ooTo nnu Bugeo. Tbl TOYHO 3HaeLb, rAe OHU
OyayT B KOHEYHOM UTOore?

Heobxoanmo o6HOBNATL OnepaunoHHY0 CUCTEMY TBOEro CMapTdOHa;
Mcnonb3yn aHTUBMpPYCHbIE NporpamMMbl 451t MOBUIbHBIX TENEOHOB;

He 3arpyxai npunoXxxeHus oT HEM3BECTHOIO UCTOYHMKA, BEAb OHM MOTYT COAepaTb
BPEAOHOCHOE NporpammHoe obecneveHue;

Mocne Toro Kak Tbl BbINAELWb C CanTa, rae BBOAWN JIMYHYIO MHOpMaUuio, 3anau B
HacTpownkn bpaysepa n yganu cookies;

rlepI/IO,EI,VI‘-IeCKVI I'IpOBGpFIVI, Kakune nrnaTtHble YCIT1yrnm akTuBMpoBaHbl HA TBOEM HOMEPE;

[aBaii cBoi HoMep MOBUIBHOIO TenedoHa TOMbKO NMOASM, KOTOPbIX Thl 3HaELLb U KOMY
[oBepsieLlb;

Bluetooth gomkeH ObITb BbIKMOYEH, KOr4a Tbl UM HE Nonb3yelbes. He 3abbiBan nHorga
NpPoOBEPSATb 3TO.

Online wvrpbl

CoBpEeMEHHbIe OHMaNH-Urpbl - 3TO KPACOYHbIE, 3aXBaTbIBAOLLME Pa3BIieYeHus,
ob6beaunHsIIoLLMe COTHM ThiCsY YenoBeK No BceMy MUpy. MIrpokn nccnenytot 4aHHbIA UM
MUp, O6LLaTCS APYr C APYFrOM, BbINOMHAOT 3a4aHus, CPaXatoTCsl C MOHCTpamMu v
nonyyatoT onbIT. 32 y40OBOMbLCTBME OHWU MAATST: NOKYNaKT AMCK, OnnavynmBatoT
aboHeMeHT unu npuobpeTatoT Kakmne-To onumun.

Bce 311 cpeacTBa nayT Ha nogaepKaHue U pasBuTHe Urpbl, a Takke Ha camy
6e30nacHOCTb: COBEPLUEHCTBYIOTCS CUCTEMbI aBTOPU3ALIMK, BbIMYCKaOTCSl HOBbIE NaTyu
(umdbpoBble 3annaTtky 4N NporpamMM), 3aKpblBaOTCS YSA3BUMOCTI CEPBEPOB.

B nogoOGHbIx nrpax CTouT ornacaTtbCA HE CTOJIbKO CBOUNX COMEPHUKOB, CKOJIbKO KpaXkun
TBOEro naporsd, Ha KoOTopoM OCHOBaHa CUCTeEMa aBTOpU3aLnn OonblMHCTBA urp.

OcHOBHble coBeTbl MO 6€30NacHOCTM TBOErO UFPOBOrO akKayHTa:

1. Ecnu gpyrou urpok Beget cebs nnoxo unu cosgaeT Tebe HENPUATHOCTK, 3abrOKUpYK
€ro B CN1cke UrpoKos;



2. MNoxanynca agMUHUCTpaTopam Urpbl Ha Noxoe noBefeHne 3Toro Urpoka,
XenatenbHO NPUNOXWTb KakMe-To JoKa3aTenbCTBa B BUAE CKPUHOB;

3. He ykasbiBan niM4Hyt0 MHopMaLmio B npodansie urpbl;
4. YBaxan Opyrux y4aCTHUKOB MO Urpe;

5. He yctaHaBnuBan HeouumarnbHble NaTin n Mogbl;

6. Micnonb3yn crnoxHble 1 pasHble naponu,

7. [laxxe BO BpeMS Urpbl HE CTOUT OTKMOYaTb aHTMBUPYC. [1oKka Thl UrpaeLlb, TBOU
KOMMNbIOTEP MOTYT 3apasunThb.

OUWKHF nnn Kpaa JIMYHbIX OaHHbIX

OObI4YHOM Kpaxken AeHer 1 AOKYMEHTOB CErOAHS y>Ke HUKOro He yAMBULLb, HO C
pa3BUTUEM NHTEPHET-TEXHOSOMMI 3MI0YMbILLUNIEHHUKN NEPEMECTUIINCE B UHTEPHET, U
NPOAOSKaT 3aHUMaTbCs "NodnMbIM" genom.

Tak nosiBunacb HoBas yrpo3a: UHTEPHET-MOLLUEHHNYECTBa Uy (OULLKHT, rMaBHas uerb
KOTOPOro COCTOMUT B MOSydeHUn KoOHuaeHUManbHbIX aHHbIX Nonb3oBaTtenen -
norvHoB 1 naponen. Ha aHrnuickom asbike phishing yMtaetcs kak douwmHr (ot fishing -
pblbHas noens, password - naposnb).

OcHoBHble coBeTbl N0 6opbbe ¢ PULLNHIOM:

1. Cneam 3a cBOMM akkayHTOM. Ecnu Tbl Nogo3peBaellb, YTO TBOSI aHKeTa bbina
B3floMaHa, To Heob6xoaMMo 3abnoKMpoBaTh €€ U COOBLWMTL aAMUHUCTPaToOpamM pecypca
06 9TOM Kak MOXHO CKopee;

2. Ncnonb3yn 6e3onacHble Beb-canThbl, B TOM YUCIE, UHTEPHET-MarasuHoB U
NMOUCKOBbIX CUCTEM;

3. Vicnonb3yi cnoxHble 1 pasHble naponu. Takum obpasom, ecnv Tebs B3nomatoT, TO
3M10yMbILLAEHHWKM NonyYaT AOCTYN TOMBKO K OAHOMY TBOEMY NPOUIIIO B CETU, @ HE KO
BCEM,;

4. Ecnu Te6s B3nomanu, To HeobxoamMmMo npeaynpeanTb BCEX CBOMX 3HAKOMbIX,
koTopble A0GaBneHbl Y Tebsi B Apy3bsiX, O TOM, YTO Tebs B3nomanu 1, BO3MOXHO, OT
TBOEro MMeHun ByaeT paccbinaTbCsi Cnam U CCbINIKM Ha (PULLNHIOBLIE CalTb;

5. YctaHoBu HagexHbi naponb (PIN) Ha MobunbHbIN TenedoH;
6. OTKNOYKN coxpaHeHne napons B bpayaepe;

7. He oTKkpbiBan chansibl U gpyrne BrOXKEHNA B NUCbMaXx, AaXKe eCrln OHU NPULLIK OT
TBOUX ApYy3en. Jlydlue yTOYHN y HUX, OTNPaBnsAnmu N oHn Tebe aTn dannsl.

Lindbposas penyTtaums

Lindbposas penytaumsa - 370 HeraTMBHas Ui NO3NTUBHAA MHpopMauma B ceTu o Tebe.
KomMmnpomeTupyowaa nHgpopmauus, pasMmeLleHHas B UHTEPHETE, MOXET Cepbe3HbIM
obpasom OTpasnTbCHa Ha TBOEW pearibHoM Xn3Hu. "Lindpposasa penytaums” - 310 TBOM
UMULX, KOTOPbIN hopMmpyeTcsa n3 nHpopmaumm o Tebe B MHTEPHETE.

TBOE MECTO XMTeNbCTBA, y4ebbl, TBOE (PMHAHCOBOE MOSIOXEHNE, OCODEHHOCTM
XapakTtepa u pacckasbl 0 6rIM3KMX - BCe 3TO HaKannBaeTcsi B CETU.



MHorne noapoCTKM NErkoMbICIIEHHO OTHOCATCS K NyGrvkaumm nMyHon nHpopmauumn B
NHTepHeTe, He NOHMMAasi BO3MOXHbIX NOCNeACTBUIA. Thl Jaxe He CMOXeLLUb AoragaTbCs
0 TOM, 4YTO hoTorpadus, pasmeLleHHast 5 neT Hasag, ctana NPUYMHON OTKasa NPUHATb
Tebsa Ha paborTy.

KommeHTapumn, pasmelleHne TBomx potorpadum n gpyrme 4encTBus MoryT He
NCYE3HYTb AaXke Nocne Toro, Kak Tbl X yaanub. Tbl HE 3HaELUb, KTO COXpaHun aTy
NMHpopmauuio, nonana nm oHa B NOUCKOBbIE CUCTEMbI U COXPaHUMach N OHa, a
rmaBHOE: YTO NoayMatoT O Tebe oKkpyKatoLme Noan, KOTopble HanayT 1 yBUOAT 3TO.
Hantn nHdopmaunio MHOro neT CnycTsi CMOXET Nobon - kak 3 Aobpbix NOByKaeHUN,
Tak U C HAMEPEHMEM MPUYUHUTL Bpen. OTO MOXET ObITb KTO YrogHo.

OCHOBHble COBETbI MO 3aLUMTe LMGPOBOW penyTauum:

1. MNogyman, npexage 4em 4to-To NybnukoBaTth U Nnepenasath y cebs B 6rore unm B
coumanbHOn CeTu;

2. B HacTporkax npogunst ycTaHOBU OrpaHMYeHns Ha NPOCMOTP TBOEro Nnpodounsa u ero
CoAepXXMMOoro, caenan ero Tofbko "ansa apysen”;

3. He pasmeLlan n He ykasbiBan MHpOpMaLMIO, KOTOpas MOXeT KOro-nmbo ockopbnaTb
nnNn obmxaTb.

ABTOpPCKOE npaBo

CoBpeMEHHbIE LLKOSIbHUKM - aKTUBHbIE NOMb30BaTENN LMMPOBOro NPOCTPaHCTBA.
OpHako faneko He BCce 3HatoT, YTO NOSNIb30BaHNME MHOMMMU BO3MOXHOCTSIMU LiMcppOBOro
Mupa TpebyeT cobnogeHns npaB Ha MHTENNEKTYyanbHyt COBCTBEHHOCTD.

TepMuH "nHTENNekTyanbHaa COBCTBEHHOCTL" OTHOCUTCSA K pasfinyHbIM TBOPEHUSM
4YerioBEYEeCKOro yma, HaymHasi C HoBbIX M300peTeHnn 1 3HakoB, 0603HavaroLLNX
COBCTBEHHOCTb Ha NPOAYKTbI M YCIYrK, U 3aKaH4MBas KHUramu, ootorpausamu,
KWHO(UIIbMaMKn 1 My3blKasibHbIMU MPOU3BEAEHUAMM.

ABTOpCKME NpaBa - 3TO NpaBa Ha UHTENNEeKTyanbHyt coOBCTBEHHOCTb HA NPON3BEAEHUS
Hayku, nMTepaTypbl U UCKyccTBa. ABTOPCKME NpaBa BbICTYNalOT B KAYECTBE rapaHTum
TOrO, YTO UHTENNEKTYanNbHbIN/TBOPYECKUIA TPy aBTopa He ByaeT HanpacHbIM, 4acT emy
crnpaBeasnvBble BO3MOXHOCTU 3apaboTaTb Ha pesyrnbTaTtax CBOero Tpyaa, nonyynTb
N3BECTHOCTb W Npu3HaHune. HukTo 6e3 paspelleHnst aBTopa He MOXXeT BOCNPOM3BOAUTb
€ro npovsBefeHne, pacnpocTpaHsiTb, NyGNNYHO AEMOHCTPUPOBaTL, NpoaasaThb,
MMMNOPTMPOBATb, NycKkaTb B MPOKaT, MyGNIMYHO UCMONHSTL, NOKa3blBaTb/UCNOMHATL B
adupe unu pasmeLyatb B VIHTepHeTe.

Ncnonb3oBaHue "nupaTtckoro” nporpaMMHOro ob6ecnedYeHnss MoXeT NPUBECTU K MHOTUM
pycKaM: OT NoTepu AaHHbIX K TBOUM akkayHTam [0 6NOKMPOBKM TBOEro YCTPOWCTBA, rae
yCTaHOBEHa HerneranbHas nporpamma. He ctout Takke 3abblBaTb, YTO CyLLECTBYIOT
neranbHble 1 6ecnnaTHble NPorpamMmmbl, KOTOPbIE MOXHO HalUTK B CETU.

O noprane

CeTeBUYOK.pch - TBOM rMaBHbIA COBETYMK B CETU. 34ECh Thbl MOXELLb Yy3HATb O

6e30MacHOCTM B CETU NOHATHBLIM U AOCTYMHbBIM S3bIKOM, @ MPY BO3HUKHOBEHWM
KPUTUYECKON CUTyaL M 0bpaTUTbCSA 3a COBETOM. A TakKe NPUHATb y4yacTue B

KOHKypCax u ctatb caMbiM LUAPOBLIM rpaxgaHMHOM!



